Problem: Refugees do not own their own identity

The Internet is becoming an integral part of our everyday existence in practically every sector as
it spreads throughout the globe. The Internet is a digital, transnational, exponential, and
technology network that is not constrained by physical boundaries. The transition from paper to
electronic computing, as well as Internet 1.0[1] and 2.0[2], were among the most significant
transformations in contemporary history. Digitalization, computation, and the Internet have
affected practically everything today. Many believe that blockchain development will allow a
new era of Internet 3.0[3] to be established.

Despite advancements and disruption in other fields, the identification systems we use today are
paper-based, nationally-driven government identity systems that do not take advantage of Web
3.0's capability. Due to a lack of contemporary technological infrastructure, millions of
individuals rely on — or are excluded from — identity systems. When it comes to refugees, the
problem is made worse because most of them leave their valuables and national identity cards
behind when they flee their country[4].

Most identity systems are developed and administered from a single location, do not connect or
link to other platforms, and do not provide the identity owner a sense of entitlement or authority.
These systems have resulted in inefficiencies, data theft, threats, breach of information, and
identity fraud, leaving billions without any type of financial account[5].

Many centralized identity management solutions have significant security flaws[6]. The recent
Adobe Inc data breach, which may have exposed the personal information of up to 7.5 million
people, underscores the fragility of centralized databases and puts into question the policy of
collecting massive centralized sets of extremely sensitive data[7]. Citizens of whole countries
(such as Sweden[8]) have been affected in some cases by potentially fatal personal data breaches.
These breaches are frequently the consequence of insufficient precautions in place to prevent
unauthorized access to data, rather than hacking or other intentional attempts. Moreover, since
people do not own their data, private organizations such as Facebook, Google etc. collect, store
and sell user's personal data without their consent such as the Facebook-Cambridge Analytica
scandal.[9]

Current refugee identity systems have mostly failed to provide identity owners with any of the
most fundamental needs for a successful identity system, including security, privacy, ownership,
access, protection, interoperability, or linked data transfer.

Traditional centralized identification systems have several flaws. The establishment of a
sustainable digital identification paradigm for our growing global society is increasingly critical
to ensuring that refugees retain ownership of their identities.



Background

Entities in an Identity Transaction

An identity transaction normally involves three parties: an identity owner (I0) (a refugee in this
scenario), an identity claim issuer (CI) or third party (such as a notary public or justice of the
peace), and a reliant party (RP) (such as a bank or other financial institution). One or more
identification claims (IC) are present in the IO (for example, "My name is Rahim Chowdhury"
or "I was born on April 7, 1985"). The 10O can then share these verified claims with a relying
party to acquire access to the relying party's products and services, such as opening a bank
account or renting houses.
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For example, a refugee (I0) may wish to demonstrate to a currency exchange (RP) that they are
a Myanmar citizen (claim), that they own a Myanmar passport (evidence), and that the electronic
copy they are giving is a certified genuine copy of the original. This is an electronic
identification claim that has been confirmed after receiving attestation from a notary. The future
of digital identification is verified claims.

All of these stakeholders are frustrated by the present paper-based, centralized identity systems
and would profit from a digital, decentralized approach. Moreover, many refugees do not even
have the paper-based proper identification document required by these institutions and fail to
verify them.



Limitations of a centrally managed refugee identity system

Security and other threats

Most identification systems have massive centralized databases with millions (or billions) of
records. These centralized databases are valuable targets for hackers because of their sheer scale.
They are quite easy to steal and exploit.[10] Because the payoff for a successful breach grows
exponentially with the number of identities in the database, as the database becomes larger, it
becomes more vulnerable to attack. Furthermore, a single huge database (as opposed to many,
segmented, decentralized databases) is frequently associated with a single point of failure.

Typically, centralized identity systems are maintained by a single governing body, which then
employs third-party processors to get access to databases and process data, frequently without
enough controls or supervision, making the databases even more vulnerable to data breaches. A
centralized identification system is susceptible to third-parties with authorized access, even if the
operator is trustworthy. Individual identification documents are highly valued commodities that
may be easily sold on the black market. Criminals who buy stolen identity data can use it to
conduct fraud and other crimes in the identities of innocent people. Beyond the apparent harm
that identity theft causes to the identity owner, such breaches expose the central database
operator to serious liability.

Restricted Access

The operator restricts access to the data to try to prevent illegal access to these centralized
databases. However, identity owners are frequently denied access to their own data as a result of
this.[11] If operators refuse to provide access to the data, it cannot be connected to the identity
owner's advantage. Connected data is an important aspect of digital identification since it allows
the identity owner to construct linked patterns in data to their advantage. Linking data is not a
technologically difficult task as these technologies are easily available today[12].

This is exacerbated by the fact that the refugees must go through a lot of trouble to modify their
personal information, and with government delays and inefficiencies in the existing system, this
is completely unfavorable and extremely costly.

URIs (a technique to identify entities), HTTP (a basic but universal mechanism for obtaining
resources), and RDF (a general graph-based data model for structuring and linking data)[13] are
all key technologies that facilitate linked data. Individual identity owners cannot benefit from
connected data despite the fact that these technologies have been present for years.

In addition to the technological limits and security dangers associated with employing a
centralized database, a single major database operator of identification data has a number of
commercial problems.



Data Security Compliance

A huge, globally centralized identification database might also violate data privacy and security
rules.

National and international data protection regulations are intended to guarantee that data
controllers implement policies and processes to keep personal data as safe as possible, with the
possibility of severe monetary penalties and possibly jail if they do not. However, each
jurisdiction's regulations are unique, and compliance criteria vary greatly. In recent years, there
has been a growing tendency across authorities to implement data export regulations. This
creates a barrier to entry for new businesses who are unable to fulfill these onerous and very
costly compliance standards.

The idea of user permission is central to most data protection legislation. Refugees usually offer
this when they provide their personal data through biometrics scanning. The refugees cannot
readily grant (or revoke) consent or track the consent they give over time because they are not at
the core of present identity management processes, despite the fact that this is their inherent right
under those laws. To address these concerns, data protection increasingly demands dynamic
consent procedures, which are challenging to implement with predominantly paper-based
permission models.

With the advent of FATCA, the Common Reporting Standards, and other international data
sharing agreements in recent years, there has been a significant increase in international data
sharing regimes between regulatory agencies in a variety of jurisdictions. Individual identity
owners' approval is not necessary before their data is shared since many of these sharing
agreements are exempt from data subject consent requirements under national data privacy laws.
Financial services is one of the industries where identity data routinely crosses borders, and the
data shared between regulatory authorities frequently includes identity data gathered through the
KYC process.



Solution: Blockchain Based Refugee Identity System

Since blockchain is a secure way of handing ownership to individuals, it is one of the best ways
to implement what should be the norm: the refugee status and their information should belong to
the refugees. The relying parties should be able to request the information only. Besides,
information should also be specific: if a party needs to know whether a refugee is over 18, they
should not have access to that individual’s blood group.

However, that idea itself presents a problem. A refugee cannot just show their proof of
information to a relying party. It needs to be attested and verified. A naive solution would be to
keep every document in the blockchain and keep their attestation mapped, but it would not make
the information vulnerable. Therefore, a good solution needs to be —

Maintains refugee status in blockchain

Does not store any personal identifiable information (PII) of the refugees

Keeps a ledger of attestation linked to refugees’ documents which is unbacktrackable
Refugees can request attestations on any PII at their will and send signed information to
relying parties

e Refugees manage their own Plls

How Our Solution Works

Refugee Side

In Astha secure platform, both the registration and verification process is done securely on
blockchain. When a potential refugee registers on Astha app, they will get access to a
public-private key pair which they can use to conduct further processes. On the in-person
screening day, they will get their biometrics and supporting documents taken. After this process
is done, the PII (Personal Identifiable Information) will be binded to their unique keys securely
in the blockchain. However, the PII will not be stored. By keeping the data in clients’ control,
Astha makes it harder for hackers to gain sensitive information. Besides, identity fraud and
readmission is nearly impossible as the hash of the Plls is binded to their unique keys in the
blockchain.
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After screening, the PII provided by the clients will go through a thorough verification in the
Astha governance system. After every PII has been verified and accepted, the refugee status on a
client will be accepted in the blockchain and the attestations to the PII is written by Astha in the
blockchain. Once the procedure is completed, the unique key of the user will be able to provide
all verifications needed for entering into the country and enjoying rights. Whenever partners in
the Astha governance system need to verify any information, they can request a user’s
information (e.g Criminal records, Refugee status, Age etc.) through custom QR codes to be
scanned by the Astha app. Upon scanning the code, the user can review what information is
being requested and decide on exactly what information to send. The information will be
automatically attested by Astha and both the information and its authenticity will be sent to the
requesting parties. For instance, if a company wants to know if an individual is a refugee and
over 18, they can send Astha their driver’s license and request for an attestation. Upon request,
Astha will send them a public key of their refugee status and another public key of attestation by
retrieving the key from a reproducible hash of their driver’s license. The individual can then
share the public keys with the company and enjoy the products and benefits. This way, the users
can control exactly what information they share with the relying parties.



Vertifier side

There are a number of different organizations and companies in every governance who issue
verifications of authenticity on behalf of identity owners to be used in relying parties. In Astha,
the verifiers serve the purpose of verifying client’s PIls after their screening is done.

The attestation needs to be done in a way so that the PIIs are not stored by the validators. To
achieve this, Astha organizes the PIls into Merkle Tree[14], with each node representing a hash
of a piece of information and hashes of neighboring nodes. The root hash of the tree can,
therefore, represent the PII without storing any parts of it. Fortunately, the only way to get this
tree is by rehashing the original document, so clients can prove the existence of identity by
supplying the document[15].

Verifiers can be in complete control of their attestation. If, for any reason, they need to revoke

the attestation or refugee status, they can do so easily and this will be reflected on the blockchain
transaction, ensuring a transparent workflow.

Architecture and Governance

Local Storage vs Decentralized Data Storage

Due to the robust security features of blockchain[16], it might feel natural to store PIIs in the
blockchain. However, it only increases the risk of getting those data stolen as while decentralized
storage is difficult to manipulate, putting the same data in all nodes means a hacker only needs to
hack into one of the nodes to get access to PIIs[17]. As Astha believes the owner of Plls is only
the individual itself, it believes in an individual’s rights to store their personal data however they
like, and therefore does not store their PIIs, but rather a hash of them.

Biometric Based Key Recovery

Since every element of the refugee ecosystem is accessible using the public-private key pair
provided at the beginning, if the key is lost then the refugee will no longer be able to prove their
identity. Therefore, it is crucial that no one loses their keys. However, given the situation at most
refugee camps, it is very unlikely that every refugee remembers their keys[18]. Therefore, a key
recovery mechanism is of utmost importance. As Astha believes individuals should be in charge
of their own belongings, it believes that they should be their own “keys”. Therefore, the unique
key is made from each individual’s biometrics[19] (e.g face, iris, fingerprint etc.), so that on the
off chance anyone loses their keys, all it will take to recover it will be as simple as presenting
themselves.

Foundation

The elected government and its members will be the core foundation of the Astha network.
However, they will not be in charge of the total control of the network, but rather enforcing the
core principles (e.g granting or revoking refugement for legal reasons) of the network.

Foundation Core Principles
The Astha Ecosystem is built to solve the problems previously described. In order to do so, it
relies on the following core principles —



Transparency

Every transaction, algorithm, framework provided by Astha will be publicly available so that
every one in the ecosystem can join to create a trustable network. It will be done by using
blockchain[20] and open sourcing all the algorithms.

Data Ownership

Except the refugee status and attestations, Astha will not own any data on any parties in the
ecosystem. The clients will be in charge of their PIIs so they can change it, hide it, publicize it at
their own will.

Accessibility
Users will be able to access the PIIs whenever they wish. Astha will only be able to prove their
existence.

Consent
In order to transfer, modify or hide any of the PlIs, the individual must consent to the action.

The Astha Token (ATK)
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For the Astha ecosystem to work smoothly within its components, the Astha Token (ATK) is
introduced, a fixed supply of which will be created at the launch of the Astha ecosystem. The
Astha ecosystem is mainly made up of three key members : refugees, governance bodies (e.g
validators), and relying parties (e.g banks, marketplace). By using ATK as payment mechanism,
all products and services will be made available in the Astha ecosystem. The ATK will be paid
by the relying parties for completing a transaction which will then be divided into the user and
the validators. The proportion, moreover, is easily changeable through the use of smart contracts.
This way, the Astha ecosystem incentivizes[21] contributing to the system for all members.

Besides, ATK is used for sharing values in the system. Users can get services such as purchasing
from a marketplace, getting bus tickets, opening a fund etc. by trading ATK with relying parties.
Astha believes as more parties enter the ecosystem, third parties will offer products and services
in exchange for ATK subsequently. ATK can be used in many other services, including but not
limited to :

Bank Account Applications
Insurance Applications

Job Applications

Citizenship through Investment Programs
Marketplace Listing
Accessing Medical Facilities
Coin Exchanges and Trading
Token Sales

Precious Metal Purchases
Business Investments
Money Transfer Services
P2P Identity Services

Why ATK Over Regular Tokens

The biggest and most obvious reason for using a dedicated token like ATK for Astha Ecosystem
over other established token is controllability in a governance. However, there are other benefits
of using ATK over regular tokens, including —
e ATK provides a single and uniform method of settlement across the whole ecosystem.
e ATK incentivizes the essential services in the ecosystem, ultimately increasing its
value[22].
e Having a specialized, unique token for the ecosystem provides stability, preventing it
from outside effects and volatility.
e Since ATK is a blockchain based ledger system, it utilizes smart contracts to make
transactions seamless[23].



Conclusion
Astha proposes a reliable and sustainable method to implement something that should be the

norm: refugees' right to own their identity. While one problem can have multiple solutions, this
paper shows that this problem can be suitably solved using a fully decentralized blockchain.
Refugees need to be protected, and the first step to do so is to protect their identity.
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